U.S. Application No. 10/066,713 

Amendment to the Claims : 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims : 

1 . (currently amended) A contonts content.control method for controlling a 
process on a receiving side apparatus w hich is applied to eenterrtfr^QQlsol 
transmitted from a transmitting side apparatus to the receiving side apparatVig . 

comprising the steps of: 

when a prodotorminod block of tho oontonto tranomittod from the trancm i tt i ng 
oido to the rooo i v i ng oido i s an area whoro control i nformation for controlling a 
prooocc cubctanoo on tho r nr niving c i do to th o contontc i c a dd ed, adding tho rn ntr ol 
in formation to lliu |irnrln t n nninnr 1 hh r h --^-^'"n information to a block of 

thP content transmitted from t h^ transmittina side apparatus, to the receiving side 
^nnaratus wh^rftin said first m ntrnl information specifies conditions to permit 
processes to he applied to the block of the content; 

receiving a process designation concerning the eeFrtent&^SDtenLtransmitted 
from the transmitting side SBOaalUS to the receiving sid e apparf^n^g. wHfifgin s^cpnd 
rontrol inform^tinn is stored in thP receivino side apparatus which recQivgg thg 
rnntent transmitftri from th e transmitting side apparatus, said secpnd control 
information spp nif yinn conditi ons to apolv processes to the content; and 

w l i on i nformat i on ct o rod in a rocoiving cido apparatur. which roco i voc thft 
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oontontc tranomrttod from tho tranom i tting oido. and tho control informat i on added to 
3 b l oc i c of tho cont""^^ ^-^^'^^y ^"nHitinnr if the condition specified by the second 
rnntrol information satisfies the cond ition soecif ieH hv the first control 
information oorroopond i ng to tho roooivod prococc doci g nnti o n , applying a prooooe 
the process c orresponding to the process designation to the received block.2fJt2S 
content . 

2. (currently amended) A contents control method according to claim 1 , 
wherein as the process corresponding to the process designation, reproduction of 
eer*tefitsthecontent> copy of eenterrtstha^ontenl, storage in a non-processible area, 
storage in a processible area, display of attendant data accompanying eententsthe 
content, selection of an apparatus for transmission of ©onteBtsthacQntent, or bi- 
directional communication between the transmitting side apparatus a nd the receiving 
side apparatus i s carried out. 

3. (currently amended) A contents control method according to claim 2, 
wherein wliuiilho prodotnrminod tti£.block of the eefltents^frfisntgnlhas an area 
whefe-tawhistLControl needed/unneeded information indicative of need/non-need for 
control of the eentefrtssoriterTtisadded, and in case that t he control 
needed/unneeded information indicates "need for control", the step of adding the first 
control information foi contro ll ing tho piooooo oubctan ro lu II. u p ro drtr rmin nd h lork 
i i iL l u doc n rtn r "f n-'-^'- g - infnrm n t in n l u ll . u ur odnt n rmin nd h l nrkjs 
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4. (currently amended) A contents control method according to claim 3, 
further compric i ng- pmHntnrminnH h i nok of tho contontc trancm i ttod from 

the trancmitt i ng ri^" ^" mnniuinr^ r .i rin in nn aroa whoro said control 
nfifided/unneedpri information is f alsification detection needed/unneeded information 
indicative of need/non-need for detection of a falsification of the oontonto io addod, a 
ctop of adding thr fnh"'^-'^'^" Hntnnt i nn nnadod/unnoodod informat i on and 
fa l oif i oation dotootion information for performing tho fa l c i f i oation dotootion to tho 
pi cnrtr rminn fl hln rl— ''"^ "rst control infomnation is fqIsKipmipn 
riatftntion information for Derf nrmino the falsification detecting. 

5. (currently amended) A contents control method according to claim 4 further 
comprising, 

whefvdetectina.il«egality to the received cont n ntn in dn t ort o d rontent o n the 
receiving ^^i^giHf> apparatus, and 

■■n..ca that uieaaiPtx/ te detected, a Step of stopping the process corresponding 
to the process designation and applied to thg^locksLthe ee«tefltesont§nt. and 
notifying information concerning the illegality to the transmitting side aBBar§tu^or a 
third party. 

6. (currently amended) A contents control method according to claim 5, 
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wherein when tho informat i on otorod in tho roooiving c i do apparatuo and the 
information added to t*^^ mmiunH mntnntn do not caticfvtho cond i tions 

corrocponding to 1h ""'"^ prnmrr rinr. i nnation. whon in case that the condition 

snecified bv thp spnond contrni informatio n to aPDlv the nrocess corresponding to the 
nrnness desipnation to the content satisfies tha condition snecified by the first control 
information to nftrmit the proc flss corresDondinn to the process designation, in case 
that a falsification of the eententfrfisntenLis detected by the falsification detection 
needed/unneeded information and the falsification detection information added to the 
received eefrtentecQOlsot. or wheft-incaseJbaLmodif ication aod^loss of the firs! 
control information added to the oontontc and cfintentiaLthe ^^Qffpnd cpntrol 
information stored in the receiving side.apparatus are detected, detection of illegality 
is determined on the receiving side apparatus. 

7. (currently amended) A contents control method according to claim 6, 
wherein the information to be notified includes any one or more of pieces of 
information concerning the falsification of the eeBtertscoDtent. the modification of the 
li^control infomiation, the modification of the second CQptrpI information stored in 
the receiving side apparatus, the received process designation, the eertentscQntsnt. 
i.an-miirion rnMrrr^-"°"-'ttinn «idP apparatus, and roooption oouroorQPfflvjnq ?id9 

apparatus . 

8. (currently amended) A contents control method according to claim 7 further 
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comprising the steps of: 

adding history information indicative of the process substance applied to the 

block of t he oontontc: andcontent: 

r^-transmittina the cnntent with th fi history infomfiation to other receivinq side 

apparatus: and 

when-incaseoLthe history information contradictory to conditions of the first 
control information added to c cint n ntr trnn n mitt od thp r^PtPht rfi-transmitted f rom the 
4fansmmi«§-re£eiyir2a.side aefiaralyS-to the other receiving side aEEaratusifr^dded. 
stopping the process applied to the eeBteBteh|of:K of the content which 1? rg- 
tr.n.mitt^ri from t ^- r^^^Anr^ ar>paratus. and notifying information concerning 
the process which includes any one or more of pieces of information concerning the 
cententsconteDt, the i ranomlGGion cm i r r e transmitting side apparatus a nd the 
. Qcoption courrn ^^^^iv'nn .iri^ apparatus , to the transmitting side apparatus o r the 

third party. 

9. (currently amended) A ©©mefit&^ontenLcontrol system for controlling a 
process on a receiving side aBearatUS_which is applied to contents transmitted from 
a transmitting side aEEaratys.to the receiving side.aEBaratu§. comprising: 

a control information adding processor for addin g, wl iu n a prodot n mninn d 
b lool^ of tho con lo ntG trancmit tnd f u.. i Ih c tranrm i t ti n y uiU u l u U lo ■nrni ^r i ng ndo n n 



oiJo 10 tho contnnto io addod. tho JiisLcontrol information to i ho prodotorm i n nd a 
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block of a content transmitted from the transm itting side aonaranis to the receivinq 
side aooaratus wherein said first contr ol information soecifies conditions to permit 
processes tf> be applied to the bloc k nf the content: 

a process designation reception processor for receiving a process designation 
to the fioBtente -content t ransmitted from the transmitting side apparatus t o the 
receiving side apparatus wherein second m ntroi infomnation is stored in the 
rereivinn side a p paratus whic h rereives the content transmitted from the transmitting 
girie apparatus ^airi second r nntrni information specifies conditions to apply 
processes the content: and 

a contents control processor for applying , wh en information ct o r nd i n a 
roGOiving sido apparatuc whioh roco i voc the oontonto tran^m i ttod from the 
li an c mi tt ing cid n. mV nnntmi infnrmntlnn n ddnd t o a block of th n oontontc cat i rfy 
Gondit i onc corr u opond i ng to th n l oooivod pro r on u U uui gnat io n. n pr nrn nr J he 
Erocess.corresponding to the process designation to the received block oHhe 
.nntent f the cQnHition specified b y the second control information satisfies the 
condition specified bv the first control. 

10. (currently amended) A contents control system according to claim 9, 
wherein the contents control processor perfomns, as the process corresponding to 
the process designation, reproduction of eertentethe^soJem. copy of eententsthe 
content , storage in a non-processible area, storage in a processible area, display of 
attendant data accompanying eor^thecontem. selection of an apparatus for 
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transmission of eonten tethe content , or bi-directional communication between the I 
transmitting side and the receiving side. 

1 1 . (currently amended) A contents control system according to claim 10 

further comprising: 

a falsification detection information adding processor for addingHwher* 
falsification dpt^ntinn neede ri/i mneeded information and falsification detectipn 
information for pprfnrmina th e faisifination detection to the block, wherein t he 
prodotormincd blrrrP of the eentente^oQlenLtransmitted from the transmitting side 
apparatus t o the receiving side aEEaratys.is-has.an area whefe -to which the 
falsification detection needed/unneeded information indicative of need/non-need for 
falsification detection of the eeBtente^QotgnLis adde d. Uiu f alo i ficat i on d n t n nt io n 

no o do d/unnon r l r i -^-^ ^ f nirif i nnt in n d o l ootlon inform nti on for porfomn i n g 

the fglc i ficati o n r l f't"^*'"" prnrintorminod b l ock : and 

a falsification detection processor for stopping, wtwf vin case that a 
falsification of the eoRtentfr^ontenLis detected by the f alsrf ication detection 
needed/unneeded information and the falsification detection information added to the 
eentente-cEDtgoLtransmitted from the transmitting side aeBaiatys.to the receiving 
side^EEarayts. the process corresponding to the process designation and applied to 
the block of t he GOfitentscontem. and transmitting information concerning the 
falsification to the transmitting side apparatus or a third party. 
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12. (currently amended) A contents control system according to claim 1 1 , 
wherein when-history information indicative of the process substance applied to the 
contontc content is added to the oontonts contenL.and in casg pf the history 
information contradictory t^tothe.conditions of the firsLcontrol information-ifr^dded 
to the oontonto tranom i ttod from tho tranomitting cido to tho rocoiv i ng gi d w . the 
process applied to the block of t he eentents-coritenLis stopped and information 
concerning the process is transmitted to the transmitting side aEBaralUS-Or the third 
party. 



1 3. (currently amended) A oontonts s ontent.transmitting apparatus for 
transmitting eerrteHte^ontenLf rom a transmitting side apparatus t o a receiving side 

apparatus, comprising: 

a Gentefltfr^oDtenlreading processor for reading a prod otorminod b lock of the 
eerterrt&^contenltransmitted from the transmitting side apparatus t o the receiving 
side apparatus : 

a control information adding processor for addin g, whun tho road hl nr k i r nn 
g r oa whoro cont i o l i nformat i on f n r oontro lli ng n pr n o Li. G cubctan r n o n the rocoivin g 
.. i U o which ic appliod to tho cont r,n to i o addod. thn our.l rol infomint i on to tho block 
tirct rnntrni inform;.tinn to the b i ^k nf thP content transmitted from the transmitting 
O.HO ap paratus t» th^ rpnPivina ^iHo a pparatus wherein said first control inform^tio 
o pooifi.. rnnditio nc tn pprmit proc esses to he appl ied to the block of the content ; 
and 
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a nnntonts content t ransmitting processor for transmitting the block of the 
eefiteftte^ontenLfrom the transmitting side apparatus to the receiving side apparatus 
wherein said rftneivina side annaratus hol d s second control information for specifying 
rnnriitions to apniv processes to the cont e nt so that the nrocess corresponding to a 
prfv^ess designation receive d hv the receiving side aooaratus is applied to the block 
nf the content , if the condition snficified b v the second control information satisfies 
the condition spftcified hy the first cnntrni information. 

14. (currently amended) A contents transmitting apparatus according to claim 
13, wherein the firsLcontrol information is information for reproduction of eorrterrtslbfi 
content, copy of eententstha^ontent. storage in a non-processible area, storage in a 
processible area, display of attendant data accompanying GGnteflt6the.£Qntgnt, 
selection of an apparatus for transmission of eentefitethecontent, or control of bi- 
directional communication between the transmitting side apparatus and the receiving 
fiirie apparatus . 

15. (currently amended) A contents transmitting apparatus according to claim 
14 further comprising a falsification detection information adding processor for 
addin g, w liun I hc prcdotcrm i nad b l oclr. of thn o ontontc trancmittcd from tho 
tranomitt i ng o i do to tho rocoiving oido i c an nr o a whoro fa l cif icn t i on dotoction 
nco d o d/unncn l r rl in*-"---*'"" inriirnthr n n f n n o d ^non nood for fn l n i f i oation dotoct i on 
uf iho oontontc ic nrldnrl, the falsification detection needed/unneeded infomiation 
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indicative of need/non-need for falsification detect ion of the content and falsification 
detection information for performing the falsification detection to the prodotormin e d 
block of the content transmitted from the tra nsmittino side apparatus to the receiving 
side apparatus . 

1 6. (currently amended) A oontonts contenLreceiving apparatus for receiving 
fiftatontfr content t ransmitted from a transmitting side apparatus to a receiving side 

apparatus , comprising: 

a process designation reception processor for receiving a process designation 
concerning the eentent&ijQmsQLtransmitted from the transmitting side apparatus t o 

the receiving side apparatus : 

a eentefrts-contenlreceipt processor for receiving a block of the ©©Htents 
content t ransmitted from the transmitting side apparatyisto the receiving side 
annaratus. wherpin first con t rol infomnation for specifying conditions to permit 
prnnpss to be « pniieri to the blo ^k nf the content i« added to thp hlock of the content. 
and second contrni informati o n fnr c;nenifvina conditions to apply process to the 
content is stored in the re rpivinn side apparatus; and 

a eentewte^sntenlcontrol processor for applyin g, w h en informat i on ct n r nd i n 
a rooo i v i ng sido apparatuc whi o h roooivoc tho oontonto and control i nformati o n 

a dded t o th e b l o r h nf th ^-^t i rfy r n n di t in ns corresponding to the received 

process designation, »-the process corresponding to the process designation to the 
received ^Tl- ^ ^^nHitinn «npnified bv the second control information gati^fieg 
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the condition specified bv the first nontrol information. 



17. (currently amended) A contents receiving apparatus according to claim 
16, wherein as the process corresponding to the process designation, reproduction 
of cootoa tethe content , copy of eentefltethe content, storage in a non-processible 
area, storage in a processible area, display of attendant data accompanying 
eertentsthecontent, selection of an apparatus for transmission of eentefrtsthe 
content , or bi-direction communication between the transmitting side apparatus a nd 
the receiving side apparatus is carried out. 

18. (currently amended) A contents receiving apparatus according to claim 
17 further comprising a falsification detection processor for stopping, whea-incase 
that a falsification of the eorrtents-contenLis detected by falsification detection 
needed/unneeded information and falsification detection information added to the 
eerrtem&^ontenLtransmitted from the transmitting side aBEaratus.to the receiving 
side aEEamtus. the process corresponding to the process designation and applied to 
the contents, and transmitting information concerning the falsification to the 
transmitting side apparatus or a third party. 

19. (currently amended) A contents receiving apparatus according to claim 
18. wherein whefl-history information indicative of the process substance applied to 
the eGfltente^onteriLis added to the GentefitscoDtent. and in cqs^qfthe history 
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information contradictory to conditions of the addeekfireLcontrol infonnation i o addod 
added t o the eeBteBtfr^ontenLtransmitted from the transmitting side apparatus to the 
receiving side apparatus , the process to the eewtent&^ontenLis stopped and 
information concerning the process is transmitted to the transmitting side apparatus 
or the third party. 

20. (currently amended) A program for oauo i ng a oomputor to funct i on ao a 
oontonto trancmitting apparatuo for tranom i tting oontonto from a tranom i tting c i do to a 

I ,j( r iifing lidr whrrnin ^ P'>tftr nmaram nrodiict having computer readable 

instruction r.nde on a r-nmnuter us ahle medium, comprising: 
tho oomputor i o oauood by tho program to funct i on as- 
a contontc ronrling pmrnnnnr in-*"-^*'"" ^^-^ reading a prodotorminod block of 
the Gentents^ontenLtransmitted from th n trnnrmit ti ng ri d e the rompnter t o the 
rnrr"""G '''^"^ r*»rfiivinn side apparatus; 

a control i nformati o n adding prococcor for adding, whon tho r o a d 
prodo t o rmin o d h l n nh '-■•"'^ ' "'^^^^n rnntr ni i nformat i on f n r rn ntrolling a pr n r n >^ff 
oubotanco on lli o rooo i v i n o ^ id c whioh io ap pl i e d to tho oontonto i o addod. tho 
i»otr.,ntinn^ fnr adding first control information to the prodotorminod b lockjzLtbS 
rr^ntent. wherein said first c nntrnl ir^formation snecifies conditions to permit 
prf^nesses to hff apntied tn the content: and 

a oontonto trancmitting prnrnnnor for instnirtion for transmitting the 

-block of the eentefrts-contenlf rom the tranom i tting c i de c omButeLto 
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the receiving Riri a apparatus, wherein said rece iving side apparatus holds second 
control information for snecifvino conditions to a ppiv Drocesses to the content so that 
the process corresoondinn to a proces s designation received bv the receiving side 
apparatus is applied to the block of th e content if the condition specified by the 
second control information satisfies the condition soecified bvthe first control 
information . 

21 . (currently amended) A ^The computer program eroducLaccording to claim 
20. wherein wheH-the prodotorminod block of the eefltert&-sfli!lSQLtransmitted from 
the tranomitting oide somButeLto the receiving side aBBaratu£.is-i3as.an area whefe 
tcLVvhietLfalsification detection needed/unneeded information indicative of need/non- 
need for falsification detection of the p rodot o rmin nd oo nt o ntp content is added, the 
computor ic f..nrtinn nr n fn l r i fi rTi t i on dotoot i on i nformation add i n g 

pf^,;^r>nr'r,r fnr flinctinn COmPriSinO: 

instruction for adding the falsification detection needed/unneeded information 
and falsification detection information for performing the falsification detection to the 
-hinr k 9f the content . 

22. (currently amended) A piu gram for caucin g a computor to funct i on ac a 
Gontonto rocoiv i ng apparatuc f o r roooiv i ng cont n n l o tranomitto d fr o m a trancm i ttin g 
Gido to a rooo i ving oido, whoroln 

II 1 0 computor ic cn i iood by tho prog r am t n fi i n rti on nR-A rnmpiiter program 
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product havinn computer reariahie instru c tion code on a computer usable medium. 
comorisina: 

a prooooo dooignation rocoption prococcor f o r ingtrMCtion fqr receiving a 
process designation concerning the eootente^ontenLtransmitted from the^ 
transmitting side apparatus t o the rocoiv i ng cidocomputer ; 

3 contontc ro ^"'r' pmrnrmr instruction f or receiving a block of the oontonts 
content t ransmitted from the transmitting side app^ratggto the teeeMf^ 

p. ..or »,horain thfi hloc k inrh.rips first control information for specifying 

nonriitinns to Permit prnnpsses tn hP annlied to the content and thfi pomPUtgr stores 
^^.cnnd control information fo r ^npp.ifvinn conditions to apply proces^eg tp th9 
content : and 

u oo ntontc control pr o ooocor for app l ying, whon I nformation ctorod in a 

■ ac oi v ing ci dn m r n-*- -•^'-^ ^"'"^ ^h n rn nt o nto and contr ni information n dd o d 

la t ho bl ocl r of thn nn r*-^- -''tirfy nnnri i t i nnr c orresponding to the received process 
designation, a^feeesfr-the^rocess corresponding tt^totheprocess designation to 
the received block of th^ content, if th^ rr^nditinn soerified hy the second control 
information sat M i^c th^ rnndition soecified by the first control ipfprmatipn . 

23. (currently amended) A-Th^ computer program eroducLaccording to claim 
22. ^ » l iuu i n l l .u Lu mput n r ir rn nn uJ lo funct i on n r r n f alo i f i oat i on dnto ction prococGor 

iot-fiirthpr nomprislno: 

instruction for s topping. whefvinc^ethaLa falsification of eofltefltfr-the 
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content is detected by falsification detection needed/unneeded information and #»e 
falsification detection information added to the oontonts contenLtransmitted from the 
transmitting side aooaratus t o the rnnn i v i nn n i docomputer . ctopping t he process 
corresponding to the process designation and applied to the ©ententscoritent, and 
transmitting information concerning the falsification to the transmitting side apparatus 
or a third party. 

24. (currently amended) A -Thfi comouter program firodysLaccordipg to claim 
23. wherein when-history information indicative of the process substance applied to 
the eeritents-contenLis added to the oontonto and roptfinf . fgrth^r cpmprisinq: 

in case of the history information contradictory to the conditions of the added 
first control information is^idde4^dded_to the ©©ntents-conteoLtransmitted from the 
transmitting side apparatus t o the rooo i ving c i do comButer. instniction for stopping 
the process applied to the contontG ic ctop pod s sntemand transmitting infomiation 
concerning the process io trancmittod t o the transmitting side apparatus o r the third 
party. 

25. (currently amended) A contents control method according to claim 1 . 
wherein the second information stored in the receiving side apparatus is information 
acquired by the receiving side apparatus from the transmitting side apparatus or a 
third party. 
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26. (currently amended) A contents control method according to claim 25, 
wherein the information acquired by the receiving side apparatus is information 
acquired concomitantly with authentication with the transmitting side apparatus o r 
the third party. 
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